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6 secure Coding for 

MultiValue  Closing 

firewalls, email filtering, passwords, 

encryption, SSL, injection attacks — 

welcome to running with the big dogs. 

As MultiValue systems move into 

mainstream environments and become 

part of the enterprise's multi-platform, 

customer facing business solutions, 

we find ourselves having to deal with 

and defend against the same types of 

attacks our non-MultiValue partners 

have been plagued with. While there 

is a lot of literature about these issues 

available, unfortunately the MultiValue 

platform is not usually the topic of these 

discussions. This article is a start in 

closing that gap. by susAn Joslyn

10 business tech: epic Fantasy There is little doubt 

in anyone’s mind that our economic landscape is changing. 

This, of course, will also impact our use and implementation of 

information technologies. This issue’s Business Tech takes a look 

at some of these changes and makes some interesting (perhaps 

even controversial) predictions. by ChArles bArouCh

14 Automated testing Part 3: integration testing 

Part 1 of this series explained how “mainstream” technologies 

develop and use automated testing and makes the case for 

pulling MultiValue testing methodologies into the 21st century if 

we are to continue to be seen as a viable application development 

platform. Part 2 tackled the topic of the Unit Test and how we 

might implement it in a well structured MultiValue solution. This 

article moves on to the topic of Integration Testing — do all the 

pieces fit together and work properly? by briAn leACh

18 building A Mobile Application With o4W – Part 

3 Part 1 demonstrated how to build a simple display form using 

the O4W APIs Part 2 took that same routine and enhanced 

it to provide more interactivity, user input, and advanced 

interface elements. The concluding Part 3 shows how to process 

the entered user data. by bryAn shuMsky, reVelAtion 

soFtWAre
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Spectrum
It is the time of year that I start plan-
ning for the next Spectrum Confer-
ence.   If you haven’t seen the ad for 
the 2014 Conference, it will be Apr 
7th-10th in Phoenix, AZ.  We are hav-
ing it at the same venue as the 2013 
conference — The Wigwam Resort.

While it seems like the conference is 
pretty far away, it really isn’t.  I have 
to start planning my sessions so you 
have something to sell to your bosses.  
I get great content from the industry 
experts that provide sessions for me 
every year, but I would like to know 
what you as a MultiValue user and 
developer would like to see.

The demands on your IT depart-
ment are getting more specific, which 
leads to specific examples or business 
solutions that you need to know.  I 
remember those days quite well, and 
I watch the trends that are coming to 
see which ones our industry are likely 
to need to be educated on.

The Spectrum Conference is designed 
for you,the User. I want to make sure 
you get the materials, education, and 
experiences that are needed to maxi-
mize your ability to create efficient 
enterprise applications.

There are a lot of different trends 
floating around right now.  If you are 
unsure what you would like to see, 
here are a few that I’ve noticed:

Virtualization/Cloud Computing•	

Everyone is talking Cloud Com-
puting, and Virtualization, and for 
pretty good reason.  What kind 
of information are you looking 
for?  Server virtualization, plan-
ning, cloud API options?

Tablets and Cell Phone Apps•	

This topic is a pretty sure thing for 
2014, but I would like to hear your 
input.  What are your company 

demands: Native Apps, Web Apps, 
iPad, Android, BlackBerry?

Windows 7/Windows 8/Metro•	

If you haven’t worked with Win-
dows 8 much yet, it can be a pain.  
Would you like to see general 
sessions on how to use Windows 
8?  Want to see what Windows 8 
brings to the enterprise?   These 
general sessions would not likely 
be MultiValue specific, but some-
times we need to know about 
other software in order to make 
our job easier.

Integration — Email, CRM, EMR, •	
LDAP, Active Directory

Do you have other applications 
within your environment that you 
need to integrate with.  We have 
been an island all to ourselves for 
so long, we forget that our business 
has information other systems can 
use or need for business functions.   
What integration options do you 
need?

External Programing Languages•	

MultiValue Basic has served us well, 
but we need to interact with other 
systems, so that means other pro-
graming environments.  What lan-
guages does your business require 
you to work with?  .NET, Java, 
Python, Javascript, HTML, JSON… 
there are many others.

These are just a few examples, but 
Iwould like to hear from you to see 
what is most interesting or trends and 
topics that you would like to have 
available.

Email me: nathan@intl-spectrum.com
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Remember when you were a kid 
and all you wanted was to be a 
“grown up?” Everyone told you 

not to rush it. “It’s not as great as you think 
it will be,” they would say, knowingly. The 
situation is not so different for those of us 
in the MultiValue community. We have 
been talking for years about wanting to be 
more mainstream and more recognized, 
but as we extend our reach we may find 
that, just like being a grown-up, being 
mainstream isn’t all it is cracked up to be. 
This is particularly true as it relates to se-
curity. For years we’ve been able to crouch 
behind “security by obscurity” as cover. 
Unfortunately, even if our flexible data-
base remains fairly obscure, we are all busy 
pushing our data out to SQL and widely 
used reporting databases and web interfac-
es. We are moving stuff around through 
very mainstream methods — and lauding 
the fact that we are doing so. User inter-
faces and networking and generally data 
in motion are NOT unique to the Mul-
tiValue world, so we must consider all of 
the usual security issues that any IT entity 
must consider — firewalls, email filtering, 
passwords, encryption, and SSL. In addi-
tion all of that, there really are very specific 
ways that data and security breaches can be 
orchestrated against our own beloved data-
base and programming environments. 

My own perspective on this issue took a 
right turn several years ago when I was 
speaking to one of my typically small 
but fierce audiences of security enthusi-

asts. When I mentioned a very common 
SQL injection threat, Dan McGrath (now 
Managing Director U2 Servers Lab) began 
describing how a similar attack could be 
implemented using a Basic program and 
our own retrieval language. Dan was work-
ing with data that had to be secure and was 
doing some creative thinking about hack-
ing into and hacking up MultiValue sys-
tems that most of us weren’t. Some of this 
discussion came from ideas born in his de-
vious mind. More information and some 
fascinating yet terrifying examples can be 
found at his blog http://u2tech.wordpress.
com/.

There are some general security issues and 
ideas that are the same no matter what 
the platform, the threat, or the year. The 
details between these guideposts are the 
specific vulnerabilities in MultiValue and 
secure coding practices for the environ-
ment. To keep it all in perspective, we’ll 
start from the top.

Awareness — Yours and Your 
Users’

Inarguably the best defense against any 
threat or attack is awareness — both 
within the IT community and within the 
larger user community. Make sure users 
are aware of what could happen if they 

clicked a link and the types of persuasion 
they may run into. Make a point to under-
stand the motivation — what would some-
one be after, and why — and convey that 
to the user base. This way they can think 
creatively when confronted with a new an-
gle. For example, a rising awareness issue 
is employment ads. When the company 
advertises for specific skills they are stating 
very publicly exactly what technology is in 
play. Can you hire people without describ-
ing the skills? Of course not. But risks can 
be mitigated with some thought to word-
ing, so HR must not be excluded from the 
company-wide awareness initiative!

Threat Modeling & Defense in 
Depth

In order to keep users aware of the nature 
of new threats, and to maintain a state of 
vigilance in general, IT must affect good 
security controls. Threat Modeling helps 
in understanding the risk — the vulner-
abilities and the threats. Defense in depth 
refers to having a multi-faceted approach 
to security. It’s like having a lock on the 
door and a deadbolt and a chain. And 
maybe a barbed wire fence. And a big dog. 
Probably not a moat. Some specific secu-
rity approaches do go out of favor.

Reducing the Attack Surface
This is the hip new way to say “minimize 
access.” The “attack surface” is any point of 
access into the system or the data. This en-
compasses issues around data at rest and in 
motion, firewalls, VPN, and other access. 
These concerns are common to all IT en-
terprises regardless of platform or industry. 
The fundamental human issues related to 
access are 1) passwords: don’t use default 
passwords or allow static passwords; 2) the 

Secure Coding for 
MultiValue

B y  S u S a n  J o S l y n

The best way to get the coders, 

the testers, and the users 

involved and aware of security 

issues is to begin by at least 

mentioning security when 

defining the requirement.

Digital Version
On-Line 

S c a n  M e !
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principle of least privilege: don’t allow any 
individual access to anything unless it is 
necessary; and 3) defined roles / segrega-
tion of duties: making sure that other eyes/
sign-offs are involved in any critical activi-
ties. These three can be addressed in the 
code itself under the duel umbrellas of IT 
General Controls (an example of which 
is passwords) and Application Controls 
(defining and enforcing who can do what 
within the application software). But the 
real action is in sanitizing data, including 
validating input from human or non-hu-
man sources.

Security in All Stages of the 
Software Lifecycle

Requirements Phase
The best way to get the coders, the testers, 
and the users involved and aware of secu-
rity issues is to begin by at least mentioning 
security when defining the requirement. It 
can be as simple as remembering to pose 
the question, “Have the security impli-
cations of this new feature been consid-
ered?”

Coding Phase
As programmers, our focus is on provid-
ing quality solutions to our users by think-
ing about the “user friendliness” of what 
we are developing. We don’t want to lose 
that, but we may need to temper it a bit 
by thinking about whether we are devel-
oping applications that are “too friendly.” 
We must ask ourselves, “Have we put too 
much power in the hands of an unhappy 
or unwelcome user?”  And while we don’t 
want to be paranoid, neither do we want 
to be too trusting of data that comes into 
the system from outside sources. Or even 
inside MV data that comes through third-
party applications. Unlike Stella from A 
Streetcar Named Desire, we mustn’t de-
pend upon the kindness of strangers when 
it comes to sanitizing incoming data. 

When we are coding and reviewing code 
here are some general risks with a Multi-
Value twist that we should consider:

Math: Potential integer arithmetic issues. 
Equations that are incorrect can corrupt 
data (precision loss/rounding errors) or 

bring the system to its knees due to over-
flows. 

Input: When something can get into the 
system from the tip of human fingers it 
should be carefully examined before it is 
welcomed in to the rest of your data where 
it may do harm. It is not just a convenience 
to the user to remind them of the sort of 
data they should be entering, but by mak-
ing certain the data is what was expected 
we can protect the system from acciden-
tal or intentional corruption. When input 
data should be a number, check for a num-
ber. When it should be a date, check for a 
date. Not just any date or any number, ei-
ther. Make sure it is in a reasonable range. 
Range checks are rather infrequently found 
in MultiValue applications, but extremely 
large or incorrectly small numbers or mas-
sive ranges of dates are a very easy way to 
force a breakdown.

In addition to testing for range we may 
want to go further and rely more on the 
practice of testing input against a white list. 
In non-security terminology that might be 
a code file or a reference table. Whatever 
you call it, it is a list of valid inputs so that 
something that comes in from an outside 
source won’t make it past the fence if it 
isn’t specifically listed as valid.

Input: Executes The riskiest thing we 
ever do in a MultiValue Basic program 
is an EXECUTE. This is because we can 
execute almost anything. Many applica-
tions cleverly build up executable state-
ments based on input from the user. This 
opens the door for a creative vandal. In the 
same way that a SQL injection can cause 
a dump of a whole database, allowing un-
tested strings to be built into executes can 
wreak all kinds of havoc. Here are some 
things to keep in mind.

The ‘USING’ keyword allows a state- y
ment to be created against one file, 
using the dictionary of another file. 
An intrepid hacker could create a dic-
tionary that executes subroutines, and 
more, that would not be detected even 
in a carefully protected data file and its 
associated dictionary. Then simply add 
the phrase ‘USING OTHERDICT’ 
when the prompt asks for customer 
name. It’s all about the quote marks.

Quotes and Wildcards: If allowing a  y
user to input their own criteria, sanitize 
the entry for extra quotes and wildcard 
characters. Imagine all the things that 
could be added to an execute by ex-
panding it this way. 

Input: Marker Injection Sanitize for 
marker/control characters — attribute 
marks, value marks. Most folks that have 
been around the MultiValue database for 
any length of time have dealt with a data 
file corrupted by control characters. Such 
a simple thing can cause mysterious prob-
lems.

Input: Keys Allowing external input to 
be written out as the key to a file is risky 
business. When this is necessary, be sure 
to carefully validate anything that may be 
used as the key to a file. The wrong char-
acter in a record key can corrupt an entire 
database. It can skew the hashing algo-
rithm or throw off indexes, too — things 
that will not show up immediately but will 
degrade performance.

Input: external input as called subrou-
tines Avoid using external input to set 
dynamic subroutine names for CALL @ 
statements without white-listing the input 
first. If the external input is compromised, 
it may enable un-intended subroutines to 
be called.

BASIC Coding vulnerabilities

Lock / write / release y  matchup. A 
common accidental mistake, this can 
be readily capitalized on for nefari-
ous purpose. When coding and when 
reviewing code, be sure to match up 
the reads and releases. If an item isn’t 
written after it has been read-locked, 
it must be released. Otherwise a lock 
table can overflow and bring the system 
to its knees.

Dynamic arrays.  y Similarly a dynamic 
array will work very well and very flexi-
bly — even when used badly. It will try 
and try. But like the lane-line painter 
who leaves the can of paint at the end 
of the road, as the distance back to the 
paint increases the effort will slow down 

Continues on page 8
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accordingly, while the amount of effort 
required will continue to increase.

Oversharing. y  Error messages and help 
prompts are tricky beasts on so many 
levels. Ideally they pose a training op-
portunity. And of course they are use-
less if they don’t present enough of the 
right information to help the user. But 
beware of exposing too much informa-
tion, especially about the underpin-
nings of the system. Too many specific 
details about the inner workings of the 
software can help a casual intruder.

Other MultiValue-specific security mis-
cellany

TCL commands and verbs. y  The avail-
ability of TCL commands that can 
compromise data is at the root of the 
cautions about building execute state-
ments in Basic. While paying close at-
tention to what users can enter that can 
be executed is still sound advice, the use 
of Remote VOCs can provide sweeping 
security by limiting what users or what 
processes can execute what commands 
against what files, even from TCL. 

Spooler closing. y  Another example of 
something that is often done by acci-

dent, not closing a spooler entry can 
create a monster of epic proportion. 
This is something that show be on 
the code-review check-list. It’s a cheap 
hack.

Uniobjects. y  This handy tool provided 
by U2 can really give developers a leg-
up to providing various user interfaces. 
Unfortunately it can give an unfriendly 
a similar leg-up. For one thing it is a 
dangerous security hole to have a port 
open to anything except internal serv-
ers. Then, Uniobjects has no fine-
grained server-side control of what ac-
tions can be done, or commands issued. 
In the default configuration, as long as 
you can log in, you can get a free pass 
to the back-end data. There are some 
steps that will help, though. One is 
to create a UOLOGIN subroutine to 
whitelist users who can make database 
calls via UniObjects. (Particularly use-
ful when you use middle-tier services, 
as you only need to allow the services 
usernames to have access.) As men-
tioned above, Remote VOCs can be 
implemented to protect verbs through 
the use of white lists and Access Con-
trol Lists.

Hashed Files

The hashing and group structure of a Mul-
tiValue database is ripe with opportunity 
for a well-informed admin with a grudge. 
Loading up a file beyond its reasonable ca-
pacity, skewing it with certain alpha or nu-
meric key structures, and other strategies 
can bring a particular file or even the entire 
system to its knees. This gets back to sani-
tizing input — particularly whatever will 
be the key to the file. Be sure to test it for 
the right characters and range and general 
reasonable-ness.

Testing Phase
Code Review / Peer Review. Happily, it is 
more common than in years past for com-
panies to have a policy of peer reviewing or 
even to have dedicated code reviewers. Ei-
ther way, this is a really good idea. Having 
another pair of eyes looking over any new 
or changed software before it goes for user 
testing — and especially for that review to 
be conducted with security in mind — can 

up the game considerably. Bear in mind 
that the critical point here is that it must 
not be the programmer reviewing his or 
her own work. The idea of a code review 
is to have someone look at it fresh, to see 
it differently. Another smart idea is for 
the security folks to build a list of things 
to consider during the code review. This 
would be specifically for security related 
issues,separate from whatever other things 
your company may wish to review such as 
coding standards, etc.

Failing gracefully. The first item on this 
new list of security considerations during a 
technical review is to force a failure and see 
how it behaves — see if any gaping holes 
are opened in the security of the system. 
Does a failure drop the user to TCL? Or 
into a powerful debugger?

There are a couple of settings in a U2 
system that can mitigate the risks that go 
along with a program fail. On Unidata 
there is an option 41 which, when on, will 
loop back to the program when an “ex-
ecute” fails, rather than dropping out to 
TCL (see also UDT.OPTOINS 105). An 
entry called ON.ABORT in the VOC can 
direct control to another command, pro-
cess, or program whenever the ctrl-break, 
debugger, or drop to TCL does occur.

Includes A peer reviewer/code reviewer 
would be well advised to take a look at 
any includes in a program — not just as-
sume that they do what their name seems 
to imply. Imagine the havoc that can be 
wreaked by tweaking an include statement 
to equate common and database variables 
to something other than what it sounds 
like they are! Particular attention should be 
paid to security related COMMON and 
EQUATE statements.

Logs, Audits and Reports
Logs are helpful for securing, monitoring 
and debugging applications. They can be 
particularly helpful for logging the status 
of phantom processes. It is important how-
ever, that log files do not contain sensitive 
data that is not needed, such as passwords. 
Make sure you are not recording normally 
secure information in unsecured log files. 
Log files are likely to turn up on develop-

Secure coding for Multi-
value
Continued from page 7
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ers machines, in print-outs and generally 
unencrypted.

Don’t log too little or useless info. Log 
files should contain enough information 
to determine when something happened, 
what happened exactly and by whom. Ef-
fective logging not only gives you diagnos-
tic capabilities for when mistakes happen 
(user OR developer), but can also act as a 
deterrent for would-be malicious parties.

Don’t log too much information. Big 
Data is a lot like the Boogie Man. An in-
visible threat that is scary in theory but so 
far we haven’t run into it face to face. Un-
like the Boogie Man, however, the threat 
of Big Data is going to remain — and be-
come more real — as we become grown-
ups. Not only are we dealing with large 
amounts of varied data formats, but we are 
also creating big data when we log access 
to the data! Our log files and audit trails 
quickly become useless when they are too 
many, too much, or too detailed. Next, we 
want to think about protecting the logs 
themselves. And logging access to the logs. 
Log logs. This can quickly get out of hand!  
Not only should content, format, security, 

and duration of the logs be considered 
when you are building new audit trails but 
we need to consider the audit trails left by 
spoolers, COMOs and external communi-
cations. 

Security is big topic. Specific security for 
MultiValue is even a big topic. It is getting 
bigger and more urgent all the time. The 
most important piece of advice offered 
here is to remember that this list is incom-
plete no matter how complete it could be. 
We have to keep thinking about security in 
every new thing that we do. Talk about it, 
think about it, keep it in mind. is

SUSAn JOSLyn is the President of SJ+ 

Systems Associates, Inc. and is the author of 

PRC?, a complete, integrated software de-

velopment life-cycle management / IT Gov-

ernance tool for U2. She has worked with 

U2 (nee Pick/Multivalue) and SB+ software 

the beginning (both hers and its) and has 

specialized in IT Governance, including 

quality, compliance and life-cycle produc-

tivity issues since the early 1990’s.
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T he land was full of those who trust-
ed the multitude of soothsayers, 
prognosticators, and fortune tellers. 

They felt that the future could be predicted; 
be known. Then the Euro nearly collapsed 
while the U.S. Dollar seemed to be in free 
fall. And no one seemed to know if it was safe 
to start hiring again.

We live in a time of broken words, of assur-
ances from those supposedly in the know, 
that showed us how little any of us knew. 
The epic fantasy of the various 1980’s busi-
ness models has been broken over and over 
again. At the risk of joining the crowd of 
people who have guessed wrong, here’s my 
predictions for the emerging economy.

Buckminster Fuller Was Right
And there were monsters in that time, each 
with an appetite for eating up the jobs which 
people needed. Finally, one man arose who 
was brave enough to tell the truth about the 
vanishing jobs. It took some time before the 
people were brave enough to believe.

“We should do away with the absolutely 
specious notion that everybody has to earn 
a living. It is a fact today that one in ten 
thousand of us can make a technological 
breakthrough capable of supporting all 
the rest. The youth of today are absolutely 
right in recognizing this nonsense of earn-

ing a living. We keep inventing jobs be-
cause of this false idea that everybody has 
to be employed at some kind of drudgery 
because, according to Malthusian Darwin-
ian theory, he must justify his right to ex-
ist. So we have inspectors of inspectors and 
people making instruments for inspectors 
to inspect inspectors. The true business 
of people should be to go back to school 
and think about whatever it was they were 
thinking about before somebody came 
along and told them they had to earn a liv-
ing.” — Richard Buckminster Fuller

There are several monsters lurking in the 
dark corners of the business world that are 
making it impossible for us to have a job 
for everyone who wants/needs one.

The biggest monster is mergers. One hun-
dred small business means more senior — 
good pay — jobs than one mega-business. 
As the rules against anti-trust are being 
broken down globally, the pressure rises to 
break them down faster. After all, if France 
allows a monolithic company to rise, Ger-
many has to have a behemoth ready to go 
toe-to-toe in the international markets. 
Once there are two, it only stands to rea-

son that everyone needs one. The conse-
quence is fewer jobs with a good wage on 
top of fewer jobs overall.

The next monster is efficiency. Fewer steps 
is more efficient. When you eliminate 
steps, you get the same results with less cu-
mulative hours of work, i.e. less jobs.

Then comes the market forces: the stock 
market, the price sensitivity of your mar-
ket, and the fear of shrinking margins. The 
biggest cost in most businesses is labor. 
How do you lower costs? Fewer employ-
ees.

Lastly, we are one of the monsters in the 
dark. We automate things which removed 
manual steps. We’ve already established 
that steps = hours and hours = jobs.

So, unless we make the leap away from 
capitalism — not going to happen in our 
lifetime — we are headed toward either an 
increasing percentage of permanently un-
employed people or a massive downturn in 
population. Our role as monsters does not 
protect us from job loss. There are a lot of 
qualified tech people on the street already.

Employee-free Companies Will 
Become a Growing Segment

And the farm was empty of people, but the 
cows were still milked and the sheep were 
shorn. It was as if an army of ghosts had put 
aside their haunting and learned the value of 
industriousness.

I have two clients right now who have busi-
nesses with no employees. Everyone, own-
ers included, are consultants and contrac-
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tors. I have others where every employee 
is a part-timer with a full time job doing 
something else. While these models work 
well for some businesses, I predict that 
their cost/benefit ratio is going to encour-
age people to try them more widely than 
they should.

Despite the certainty of notable failures, I 
see this concept dominating certain indus-
tries. For those who make it work, there 
are tremendous upsides. Having a standing 
in two or three businesses like this allows 
you to protect your income from down-
turns in any one venture. Important: make 
sure each business is in a different market 
segment.

Good business for this model include most 
creative ventures or collecting. Think an-
tiques, art, comic books, and the like, when 
you look at this category. Business software 
might also be a good fit, depending on the 
circumstances. I’ve found it a useful model 
in the chaotic publishing world.

Chaos is Good for Small 
Businesses

The world had gone all atilt and only the 
fleet of foot could scramble to the places where 
there was safe footing.

Speaking if chaos… The generally accepted 
wisdom that small businesses are more ag-
ile is largely correct. In a growing market, 
agility gradually becomes a fringe skill. In 
a failing market, or a market in upheaval, 
agility becomes critical. If you have an en-
trepreneurial spirit, you may want to “run 
toward the fire” and start a business in a 
market that everyone else is abandoning.

Business Technologists, like us, have an 
edge here. We know how to spin up flex-
ible infrastructure and how to keep it from 
getting rigid. The hard part is recognizing 
when the market starts to mature. That’s 
when you have to start switching gears and 
begin focus on stability over flexibility.

Giants Fall Slowly
While some found shelter from the storm, the 
biggest ones could not fit entirely and parts 
and bits of them were exposed to the full 
wrath of the whipping winds of change.

I think we are going to see a lot of giant 
companies decline over the next few years 
but they, for the most part, will drift down 
instead of plummeting. It used to be un-
derstood that the bigger they are, the hard-
er they fall, but that wisdom is not as solid 
as it used to be. In the tech world, expect 
everyone to be in some sort of slow motion 
spiral in the next few years. If they aren’t, 
they probably have significant revenue 
from semi-tech or non-tech components.

Advertising is Headed for 
Trouble

The heralds and jesters were used to a protec-
tion due their special roles in society, but even 
their safety was uncertain in this strange new 
world.

The ad world is based on getting the word 
out to customers. While the job market 
will rebound a little, the net percentage 
of the population with money to spend 
is shrinking. Fewer people worth target-
ing means a sea-change in how marketing 
works. The rise of the social network is also 
re-writing the Ad world’s rules. Throw in 
the successes, and failures, of algorithmic 
marketing (think Google, Amazon, Face-
book, for examples) and the implosions 
will only get worse. If there is any place 
where giants might fall faster, this would 
be a prime example.

Behind it all: The Dirty Secret of Capital-
ism, and Therefore, of Business

Pretend I pass a bad check for fifteen thou-
sand dollars to Bob. My bank honors it by 

mistake. He spends half the money clear-
ing his debt with Penny and the other half 
he invests in Sally’s business. Penny owes 
Victor, so she clears a portion of her debt. 
Sally and Victor are customers of mine 
who can now settle up their bills. Stay with 
me, we are nearing the finish line.

The bank finds their error and demands 
that I cover the check. I take the money I 
got from Victor and Sally and make good. 
So, the check was bad but: (1) I owe Bob 
nothing, (2) Bob owes Penny nothing, (3) 
Bob owes Sally nothing, (4) Penny, Sal-
ly, and Victor EACH cleared over seven 
thousand dollars of her debt, (5) I am even 
with the bank, and (6) everyone, including 
the bank, has exactly the same amount of 
money they started with before I acciden-
tally fixed the economy by passing a bad 
check.

Despite how fictional it all is, the people 
at each end of the economy, the rich and 
poor, feel real-world effects. What does that 
mean? Economies are fiction, but poverty 
and wealth are real. That’s the dirty little 
secret of capitalism. is
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Cairo Amman 
Bank goes live 

with jBASE 
technology in 

Jordan’s largest 
ever core 

banking roll-out
Temenos, the market leading 
provider of mission critical soft-
ware to the financial services 
industry, announced that Cairo 
Amman Bank, a full service bank 
with 106 branches in Jordan 
and Palestine, has gone live with 
T24, Temenos’ award-winning 
core banking system based on 
jBASE technology.  The deploy-
ment of T24 replaces the bank’s 
legacy core banking system and 
consolidates multiple banking 
modules. Through centralizing 
its operations, Cairo Amman 
Bank expects to see immediate 
improvements in operational ef-
ficiency including automation 
of Real Time Gross Settlement 
payments, freeing up a team 
of people to support additional 
growth in the business and lay-

ing the infrastructure to support 
sustained growth in income and 
profitability.

June 2012 saw Cairo Amman 
Bank’s Abu Nseir branch go-live 
as a pilot branch, followed by 
Treasury department operations 
in October 2012.  The Zara Mall 
branch underwent the imple-
mentation of a model branch in 
March 2013 and the remaining 
84 branches in Jordan and 21 
in Palestine are scheduled to go 
live by the end of 2013. As part 
of the move to T24, the bank 
is also installing a Temenos’ 
anti-money laundering (AML) 
screening solution.

Cairo Amman Bank selected 
T24 based upon Temenos’ deep 
understanding of the local bank-
ing market and its proven track 
record of implementation of 
modern technological IT bank-
ing modules and support sys-
tems. 

Kamal Al-Bakri, General Man-
ager, Cairo Amman Bank says: 
“Temenos has delivered Cairo 
Amman Bank a modern, best-in-
class core system, pivotal to the 
future success of the bank. We 
have invested in T24 to central-
ize and unify our core platform, 
eliminating complexity and low-
ering total cost of ownership. 
With T24 we now have an open 
and modern platform that inte-
grates and interfaces with any 
external system and has the flex-
ibility and scalability to grow with 
us. We found in Temenos a like-
minded, innovative partner, har-
nessing technology to provide a 
truly differentiating service.”

According to Mr. Clive Ketter-
idge, General Manager of jBASE 
at TEMENOS, the underlying 

run-time and database of the 
bank’s implementation is jBASE.  
“One of the prerequisites for 
TEMENOS’ T24 banking appli-
cation is the jBASE open con-
nectivity technology integrated 
with the banking functionality 
and coupled with an open da-
tabase such as Oracle, IBM’s 
DB2, Microsoft’s SQL Server or 
jBASE, which provides clients 
with numerous options with re-
gard to future direction.  This 
undoubtedly offers the stability 
Cairo Amman Bank was looking 
for in rolling out their solution.  
Our customers complement us 
often on the ease of deployment 
and ongoing housekeeping that 
jBASE affords.”

For more information, visit www.
jBASE.com. 

About jBASE 
International

jBASE International, a member 
of the Mpower1 group of Mul-
tiValue companies, is a leading 
supplier of database manage-
ment software and web enabling 
tools for developing, deploying, 
and maintaining business appli-
cations solutions. The flagship 
product, jBASE, was designed 
from the ground up to be an 
open database product that 
would bring the strengths of 
MultiValue technology into the 
mainstream computing market. 
With exclusive worldwide dis-
tribution rights, jBASE Interna-
tional offers technologies and 
assistance that allow businesses 
to thrive into the future.

About Temenos
Founded in 1993 and listed on 
the Swiss Stock Exchange (SIX: 
TEMN), Temenos Group AG is 
the market leading provider of 

Announcing 
U2 Toolkit for 

.NET (U2NETDK) 
v1.2 - .NET 

capabilities 
for access to 
powerful U2 
databases

If you need to build applications 
quickly with the look and feel of 
Microsoft .NET framework while 
working with the UniData or Uni-
Verse databases, U2 Toolkit for 
.NET (U2NETDK) is the tool for 
you.

U2NETDK integrates updated 
UniObjects for .NET (UO.NET) 
native API, speeds development 
with U2 Database Add-Ins for Vi-
sual Studio, and interfaces with 
Microsoft standards SSIS and 
SSRS. The U2 Database Add-Ins 
for Visual Studio are a collection 
of features that integrate seam-
lessly into your Visual Studio de-
velopment environment so that 
you can work with U2 objects 
such as tables, views, and sub-
routines.

SSIS extends capabilities asso-
ciated with data migration such 
as copying files to update your 
data warehouse, as well as ex-
tract, transform, and load data 
into or from your U2 database. 
Interfacing with SSRS allows you 
to rapidly create and deploy new 
reports.

With this release developers can 
now treat data as logical group-

ings (entities) and focus on busi-
ness logic. Microsoft’s Entity 
Data Model (EDM) maps these 
entities to a physical UniData or 
UniVerse database and allows 
the developer to manipulate this 
data at the entity level. Devel-
opers can now use declarative 
queries and execute updates 
over entities and entity relation-
ships. 
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Kourier 
Integrator 
- Release 4 
Announced

Kore Technologies is pleased to 
announce the availability of Kou-
rier Integrator - Release 4.

Kourier Integrator is Kore’s en-
terprise integration suite pro-

banking software systems to re-
tail, corporate, universal, private, 
Islamic, microfinance and com-
munity banks, wealth managers, 
and other financial institutions. 
Headquartered in Geneva with 
more than 59 offices worldwide, 
Temenos software is proven in 
over 1,500 customer deploy-
ments in more than 125 countries 
across the world. Temenos’ prod-
ucts provide advanced technol-
ogy and rich functionality, incor-
porating best practice processes 
that leverage Temenos’ expertise 
around the globe. Temenos cus-
tomers are proven to be more 
profitable than their peers: in the 
period 2008-2010, Temenos 
customers enjoyed on average 
a 30% higher return on assets, a 
46% higher return on capital and 
an 8.5 percentage point lower 
cost/income ratio than banks 
running legacy applications.  For 
more information please visit 
www.temenos.com. 

Pick Cloud, 
Inc. Announces 

Reseller 
Agreement With 
Synergetic Data 

Systems,Inc.
Pick Cloud, Inc., a provider of ful-
ly managed hosting solutions for 
the MultiValue market, today an-
nounced they have signed a re-
seller agreement with Synergetic 
Data Systems, Inc. (SDSI) to inte-
grate CirrusPrint, SDSI’s cloud 

and network printing solution. 
“We are very excited to be work-
ing with SDSI to provide a cloud 
printing solution to our Multi-
Value clients, says Mark Pick, 
CEO of Pick Cloud Inc. Now our 
customers can enjoy seamless, 
secure and simple printing from 
the cloud without the necessary 
hardware overhead associated 
with a virtual private network. 
This is yet another great addition 
to our cloud suite of products 
that makes moving to the cloud 
even easier.”

The reseller agreement enables 
Pick Cloud, Inc. to offer and le-
verage CirrusPrint ‘s many ca-
pabilities. CirrusPrint runs on 
Windows, Linux and many Unix 
platforms. It streamlines and 
manages remote printing and 
documents transfer between 
the cloud and remote computer 
systems and local printers and 
file storage systems. Offering 
many features for reducing the 
cost of printing, it also improves 
document processes and simpli-
fies printer management. Secure 
printing is also available via SSL.

“SDSI is a leader in the print 
management, document deliv-
ery and document management 
marketplace. Our CirrusPrint 
product is a great example of 
that,” says John R. Wilson, SD-
SI’s Vice President and Director 
of Sales and Marketing. “We are 
pleased to be working with Pick 
Cloud to provide a cloud print-
ing solution to their MultiValue 
clients. We strongly believe that 
CirrusPrint can add tremendous 
value to MultiValue customers 
who want to streamline and 
manage their cloud printing pro-
cess.”

About Pick Cloud, 
Inc.

Pick Cloud Inc., located in New-
port Beach, CA and founded by 
Mark Pick (son of Dick Pick), pro-
vides a cost effective, worry free, 
secure, environment while at the 
same time preserving and reju-
venating MultiValue applications 
through smarter processes and 
more efficient technology. More 
information about Pick Cloud, 
Inc.’s products and services can 
be found at www.mypickcloud.
com.

About Synergetic 
Data Systems, Inc.

SDSI markets CirrusPrint and 
other software tools through an 
international network of resell-
ers, developers and integrators. 
Other SDSI products include the 
UnForm Document Manage-
ment Solution,General Report 
Writer, sdOffice, dServe, and 
MailCall. Visit SDSI’s website at 
synergeticdata.com for more 
information about the company 
and its products. For more infor-
mation about CirrusPrint, please 
visit www.cirrusprint.com. 

viding both Extract, Transform, 
and Load (ETL) and Enterprise 
Application Integration (EAI) ca-
pabilities for connecting Rocket 
Software UniData/UniVerse (U2) 
applications to Microsoft SQL 
Server and other best-in-class 
applications.

“Increased Connectivity” is the 
theme for this new release, 
which focuses on expanding the 
ability to connect with the mul-
tiple data sources that are typi-
cally used in companies today. 
Release 4 includes two major 
enhancements:

Seamlessly integrate and •	
consolidate information 
from U2 and/or other data 
sources (e.g., Oracle, MySQL, 
Microsoft Access, and text 
files) into a Microsoft SQL 
Server database. This gives 
companies the ability to 
manage data from their 
islands of automation using a 
single ETL/EAI solution.

Native support for Microsoft •	
SQL Server 2012 and 
Integration Services (SSIS). 
This is important for 
companies that want to 
leverage the latest database 
technology from Microsoft, 
and take advantage of the 
additional performance that 
will help them move large 
amounts of data quickly.

Learn more about how you 
can quickly create a Microsoft 
SQL Server 2012 data ware-
house with information from 
U2 and/or other data sources 
in your organization using Kou-
rier Integrator, please contact 
Kore Technologies at 866-
763-5673 or send an email to  
sales@koretech.com. 
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automated testingautomated testing
Part 3 — Integration testing

B y  B r i a n  l e a C h

In the previous article I introduced the 
subjects of unit testing and test driven 
development. In this next piece we 

move on to the next phase in automated 
testing — integration testing. By now you 
have completed your lovingly crafted and 
fully test covered new code unit. Before 
you release it into the wild, you need to 
make sure that it will play nicely with the 
other features.

Integration testing primarily seeks to en-
sure that:

New or amended code does not disrupt  y
the code base.

The code operates in context. y

The code can be safely deployed. y

Code Disruption
In his excellent book Joel on Software, Joel 
Spolsky describes the Daily Build under-
taken when he was in charge of Excel de-
velopment at Microsoft. The purpose was 
to ensure that all necessary changes were 
checked in and functional at the end of the 
day, and the punishment for breaking the 
build was the shame and rightful oppro-
brium from ones’ peers and the penalty of 
babysitting the next builds (until the next 
culprit took over). There was a serious side 
to this — at any point they knew they 

could release a build. Agile practices take a 
similar tack today.

In the MultiValue world we do not have 
large executables linked from multiple 
sources, in the way of a Java or C# proj-
ect. Nor do we have any metadata that can 
be examined to ensure that libraries will 
expose the right method signatures. In-
stead, we build separate units in the forms 
of programs, subroutines, external func-
tions, GCI routines, PROCs, paragraphs, 
and other assets that cooperate to form a 
solution. These are only discovered at run 
time, and so the only ways to ensure that 
the system will remain undamaged follow-
ing a code release are through a mixture 
of static code analysis and exercising the 
system.

Static code analysis can take you part of 
the way. In mvTest today, and before 
as part of a pre-compiler at my previous 
work, I include a simple code checker that 
can spot obvious anomalies: mismatches in 

the number of arguments on a subroutine 
call or in declared sizes of common blocks, 
subroutines that cannot be found, and 
warnings over variable name transpositions 
and casing that might not be caught by the 
compiler.  But there are limits on what a 
code check can reasonably deliver, since 
indirect subroutine calls (Call @Name), 
passed file variables, and various dynamic 
calls (creating and opening Q pointers, 
generating selection statements etc.) can 
only really be caught at runtime. So a code 
checker is really a handy hint, a first port of 
call, and not something to rely upon. Exer-
cising the system through workflow testing 
is the only safe solution.

Coding Context
The focus of unit testing is deliberately 
kept very narrow to ensure tight red/green/
refactor cycles that can be quickly repeated 
during active development and test the 
low level behaviour out of context (“build 
the code right”). Once the code has passed 
its unit testing, we can widen our gaze to 
include those workflows and scenarios in 
which the code is destined to play it part 
(“build the right code”). Unit tests can 
typically be executed in any order but for 
integration testing we need to think in 
terms of sequences.

A typical example of such a work flow 
can be found in a support system website 
I recently developed for a software house. 
This allowed end users to log calls and to 
have them approved or rejected by their 
supervisors before being passed to the sup-

Integration testing ideally 

takes place on a dedicated 

SIT or a like-live system that 

allows you to ensure that the 

code works in context after it 

has been deployed. Integration 

testing is as much about 

testing the deployment as the 

build.
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port team. Having developed the back end 
of the application as a series of UniVerse 
Basic subroutines, each with its own unit 
test script, the next stage involved sketch-
ing these out into a number of workflows, 
for example:

User logs a request -> request rejected  y
-> email sent -> request removed.

User logs request -> request accepted ->  y
email sent -> support notified -> diary 
updated.

Additional information requested ->  y
user supplies information -> support 
notified. 

Additional information requested ->  y
user uploads attachment -> support 
notified.

User searches for request -> request  y
retrieved -> user closes call -> support 
notified.

You may notice that these are very similar 
to acceptance criteria and document how 
the system should operate in the same way 

Continues on page 16
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that unit tests should document how the 
code works. 

Most testing frameworks have some con-
cept of a sequenced test, whether scripted 
or recorded from user activities. In Visual 
Studio you can create an Ordered Test 
that batches together a set of tests in a de-
fined order to simulate a workflow. More 
sophisticated automated acceptance test-
ing tools like FitNesse can match a test to 
an acceptance specification. For mvTest 
I discovered that I needed to take the se-
quence concept a stage further to allow for 
the volume and concurrency testing need 
to exercise a MultiValue application, and 
so the individual tests can be arranged into 
batches that operate in sequence, and those 
batches can then be arranged into test runs. 
Test runs can be kicked off in parallel with 
the batches executed in a randomized or-
der for a set number of iterations. 

Testing for a retail group approaching 
the New Year sales, the test plan involved 
creating a minimum number of orders, 
product lookups, deliveries, returns and so 
forth during each two hour slot that repre-
sented (and far exceeded) the peak opera-
tions of their stores, all by driving the ap-
plication simulating user activity through 
workflows. To make it appear more realis-
tic, natural timings for entering data were 
added to replace the normal high speed 
automated operations.

This is where a scripted testing language 
is important rather than a simple rig that 
pushes data and expects responses: script-
ing allows the tests to expect and handle 
exceptions such as locking or thresholds: 
if you are pounding a sales application 
through a test rig, you should expect to 
run out of stock or delivery slots at some 
point and for both your system and the 
test scripts to handle this appropriately.

Code Deployment
There is no point in testing your code on 
a development system only to watch it to 
break once it has been released. Integration 
testing ideally takes place on a dedicated 
SIT or a like-live system that allows you to 

ensure that the code works in context after 
it has been deployed. Integration testing is 
as much about testing the deployment as 
the build.

A prerequisite for any integration testing 
must be a smooth, predictable, and com-
pletely reproducible deployment model 
that requires little to no manual interven-
tion. If your deployment requires you to 
create or copy assets by hand, you cannot 
predictably ensure that your deployment 
to live will succeed and there is no point in 
considering integration testing until that 
has been resolved. In this context, code 
involves the widest definition of source 
— not only your programs but every as-
set required to ensure the running of your 
application.

Here is a simple question you can ask your-
self (quietly, with a drink close to hand). If 
you recompiled all your code tomorrow are 
you confident it would still work the same? 
If you lost all your dictionaries, could you 
simply reinstate them? If you redeployed 
all your setups in order, would you have a 
working solution? 

Deployment solutions for MultiValue 
applications are few, but they do exist. 
mvInstaller generates packages similar 
in concept to the msi packages used for 
Windows setups, and includes code, data 

and commands to execute to complete the 
installation (fig. 1). Tellingly, it was the 
very first thing I wrote on becoming self-
employed, as I needed to be certain I could 
deploy subsequent solutions successfully.  
Alternatives you should consider are Susan 
Joslyn’s highly regarded lifecycle manage-
ment product PRC, a well respected tool 
that covers deployment, auditing, and 
compliance. And Rocket is adding U2 de-
ployment to their Aldon product. 

Continuous Integration (CI)
Integration testing is a broad term that is 
variously applied to aspect of smoke test-
ing, workflow testing, systems testing 
through to automated acceptance testing. 
What they all have in common is an aim 
to complete full code coverage in a hands-
off manner, to complement user accep-
tance testing. Unfortunately, most of the 
leading MultiValue platforms cannot re-
turn code coverage statistics despite being 
implemented as run machines, a fact that 
severely restricts moves to ascertain the ef-
fectiveness of any test plans.

An extreme form of coverage is Continuous 
Integration (CI) testing following on from 
the daily or continuous builds mentioned 
above. In a CI environment, changes are 
automatically deployed to a black box serv-
er that runs through the integration tests 

autoMated teSting Part 3: 
integration teSting
Continued from page 15

Fig. 1
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on either a continual basis or automatically 
triggered following each new deployment. 
A CI server notifies the development team 
of any errors but stays quiet about success-
es, so that developers can focus on fixing, 
backing out, and redeploying.

UI Driven Testing
In the support system scenarios above I am 
testing the backend logic. By designing the 
application so that there is a clear separa-
tion between the UI and the business logic 
I can easily test these in isolation to local-
ize any errors. But for legacy systems and 
those built using some 4GLs, that is not 
always possible.

A key decision in the design of mvTest was 
therefore to allow UI testing alongside the 
regular scripting and to have this operate 
as part of the same scripts. So the test run-
ners include a virtual terminal emulator 
that can open Telnet, SSL, or SSH con-
nections to the database and run the ap-
plication in the same way as a terminal 
user. This would be possible using other 
standard telnet scripting tools that can also 
check the status of the screen and report 
on what is being displayed, but at the same 
time I wanted to be free to handle any er-
ror messages or lock conditions and to di-
rectly access the database through a regular 
connection to set up the initial data or to 
check what those screens have actually per-
formed at the database level. That meant 
running the UI testing through a tool that 
was itself MultiValue-aware.  

Most MultiValue testing is founded on 
some form of data entry, enquiry, or data 
flow, and so it was also important to add 
support for randomly creating or select-
ing test data: a date between two values, a 
key from another file, a line from an Excel 
spreadsheet.

So a typical example might go like this: run 
an order entry screen over Telnet, select a 
customer by lookup, enter a number of 
parts and quantities, check the totals dis-
played, file the screen, grab the order num-
ber reported, then from the other connec-
tion read that order from the database and 
check it has all the required data (fig. 2).

But what of other interfaces and UIs? In-
tegration testing should ideally be end-
to-end, exercising product feeds, web and 
desktop UIs and all the paraphernalia 
that attends a modern MultiValue solu-
tion. How far that is possible depends to 
a large extent on the mix (and cost) of 
technologies and the involvement of teams 
responsible for those, and the availability 
of appropriate testing tools to target those 
platforms. 

Most environments today support open 
source testing tools such as Project White 
for Windows Forms and WPF, and WatiN 
or Selenium for web browser applications. 
All of these work through the UI and so 
run at a step removed from the database 
to automate testing through their respec-
tive target UIs. This limits their reach to 
those things that can be visible or insti-
gated through the UI but with that limita-

tion understood should form part of your 
arsenal. 

Data feeds, message queues, and third par-
ty participants may always lie outside the 
practical scope of your integration testing 
and will thus need to be simulated unless 
you can dive directly into the code behind 
them. As with all such matters, how eas-
ily that can be done comes down to your 
application design, how far you have sepa-
rated out the dependencies from the code 
business logic, and how willing you are to 
refactor your legacy code if not.

In the next article I will be looking at refac-
toring and some of the lessons learned in ap-
plying automated testing to legacy code. is

Fig. 2
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Building A Mobile Application  
With O4W

Part 3

A Quick Review
Over the last two issues, I discussed Revelation Software’s O4W 
web development toolkit, and how it has evolved since its intro-
duction to support mobile devices. O4W Mobile is built upon 
jQuery Mobile, an open source community supported framework, 
to provide a device independent user interface that’s appropriate for 
the “mobile computing environment” (with all the differences that 
entails from the traditional “desktop computing environment”).

In Part 1, I demonstrated how you could build a simple display 
form using the O4W APIs; in Part 2, we took that same routine 
and enhanced it to provide more interactivity, user input, and ad-
vanced interface elements. In our concluding Part 3, we’ll show 
how you can process the entered user data.

Where We Left Off…
The form we ended up with displayed an interactive menu of items 
we could order at the imaginary Rev Pizza Parlor (fig. 1).

Send In The Data
Our form is now fully interactive, but until we provide a button for 
the user to click when they want to submit their order, we won’t 
know what they’ve chosen.

We can use the O4WButton API call to display a button at the 
bottom of the menu:

O4WButton(“Submit Order”, “BTN_SUBMIT”, 
   O4WMarkedOptions(‘1’))

This creates a button with the label “Submit Order”, with the 
unique ID of “BTN_SUBMIT”, and marks it as being the default 
button (which isn’t really needed here, since there’s just the one 
button on the form, but is still good practice) (fig. 2). This button 
can now be clicked to the user’s heart’s content…but we still won’t 
get their order details until we tell O4W we want to be notified 
about the button press.

The O4WQualifyEvent API call lets us associate events with ele-
ments and controls. There are many different events that can be 
passed in to O4WQualifyEvent, but the one we care about in this 
instance is the “click” event:

O4WQualifyEvent(“BTN_SUBMIT”, “CLICK”)

Now, when the user presses the “Submit Order” button, a “click” 
event will be sent into our Basic program; we’ll have to add some 
code to properly handle this event. In particular, we’ll want to read 
in all the values from the form, save (or process) these in some way, 
and provide a response to the user so they know their submission 
was successful.

Obviously, the actual creation of the pizza is beyond the scope of 
this article, but we can provide an example of what might be done 
in the click handler (fig. 3).

Whenever your routine responds to an event, you must first call 
O4WResponse() to properly set up the O4W environment. This 
corresponds to calling O4WForm() when creating the form in the 
“create” event.

We can then use the O4WGetValue function to retrieve the values 
that were set in the form. Note that we use the “variable names” 
of the input elements (and not the “unique IDs”) when requesting 
the variable values.

Finally, we will create a dialog box that provides an acknowledge-
ment to the customer. One of the quirks of O4W (and the under-
lying jQuery) is that, when we want to respond to an event, we 
don’t usually create new sections and pages; we just change the 
content of previously-defined sections.

Let’s go back to the end of the create event, then, and define a 
“placeholder” section for our dialog (fig. 4).

We can now replace that “placeholder” section with the real dialog 
we want to display (fig. 5).

We learned in Part 1 that each “page” of mobile output has sections 
that each play a well-define role — the “page” role, the “header” 
role, the “content” role — and when we want to display a dialog, 
we must create a section that is identified as being in the “dialog” 
role:

dialogOptions = o4wmobileoptions(“dialog”,”b”)

Digital Version
On-Line 
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We pass this style/option value in the 
O4WSectionStart API call, and then de-
fine the rest of the dialog (the header 
section and the content section). Note 
that the O4WSectionStart also includes 
the O4WResponseOptions() option pa-
rameter; this tells O4W that this section 
is replacing a section that was previously 
defined.

With the dialog page defined, we in-
struct O4W to display the dialog with the 
O4WDialog call (fig. 6).

The user has the satisfaction of knowing 
that some hot, gooey goodness will soon 
be coming their way, and the O4W devel-
oper has the satisfaction of knowing that 
developing mobile forms is now as easy 
as…pizza pie. is
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ment invasion of privacy to be a bit hypo-
critical, or at very least, myopic. Everybody 
seems to be so bent out of shape over Big 
Brother. But what about its sibling? Big 
Data?

Big data is one of the latest “new things” 
in our information services industry. The 
gist of it is to collect billions and billions of 
little data points (apologies to Carl Sagan) 
and then analyze them looking for patterns, 
trends, habits, etc. in order to predict, tar-
get, and manipulate opinions, purchases, 
votes, you name it. Big data got a big boost 
in our last presidential election due to its 
use to target campaigning activities and its 
successful prediction of the outcome of the 
election.  The extrapolation of this kind of 
thing to actual voting practice and it’s rath-
er chilling conclusion was foreseen by Isaac 
Asimov in his 1955 short story Franchise. 

(And I will point out that the UNIVAC I 
system successfully predicted the outcome 
of an election as early as 1952. So I’m not 
sure what all the self-congratulatory chest 
thumping is about.)

And where are these billions of bits of data 
collection coming from? In many cases, 
you. That’s right. You and your activities 
generate them. Sometimes they are col-
lected by monitoring and observing you as 
you go about life. Other times you explic-
itly give them the ability to monitor and 
track you. Have you ever signed up for one 
of those grocery store loyalty “discount” 
cards that they scan every time you make 
a purchase? You have just given them per-
mission to monitor and track you. Do you 
use a Gmail address for your email? Guess 
what? Yup. Content monitored. Twitter? 
Data mined. Product warranty cards (an 
oldie but a goodie)? Did you ever wonder 
about those questions regarding gender, 
income level, etc. that have nothing to do 
with the product in question? And when 

you make a purchase with your credit or 
debit card, why does the cashier ask for 
your ZIP Code? Because it helps them tar-
get their advertising, that’s why. And isn’t 
advertising an attempt to manipulate?

Don’t think for a minute that I am sug-
gesting that we ignore or stop trying to 
curb government intrusion into our life. 
I am completely against that. But I think 
it only fair to point out that government 
is not the only culprit. In many cases we 
ourselves are co-conspirators in the de-
mise of our own privacy. We are willing 
to give up our privacy for the benefit of a 
few coupons, a “loyalty” markdown on a 
marked-up product, or to get some service 
for “free.” (TANSTAAFL.)

Big Brother is here, and its name is…

… Walmart. is

clif noteS: Hello, Big 
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Clif
Notes

Many of you have heard 
(probably ad nauseum) of 
Edward Snowden, an em-

ployee of a contractor to the National 
Security Agency who took it up upon 
himself to divulge a number things 
about NSA’s intelligence gathering 
activities. The information has caused 
quite an uproar, not only within the 
United States, but also in other coun-
tries. But Snowden is not the main 
topic of this column. Some think that 
he is the highest form of traitor. Others 
think that he is some sort of hero fig-
ure. (Personally, I think he’s a narcis-
sistic little pinhead.) Let’s talk instead 
about how people have reacted to the 
information “leaked.”

The word that I think that best de-
scribes most people’s reactions to find-
ing out that an intelligence agency rou-
tinely gathers data about their phone 
calls, emails, and other Internet activity 
is “hysteria.” Former Senator. and Vice 
President Al Gore called it “obscenely 
outrageous.” (Really, Al? As the self-
labeled “inventor of the Internet,” why 
didn’t you foresee this and put in a few 
protections? I’m just asking.)

Of course, there was the initial at-
tempt to downplay the entire thing 
by pointing out that only metadata 
was being collected. In other words, 
they were gathering information about 
who called who from where and when, 
but nothing about what the conversa-
tions were actually about. You know, 
the typical “nothing to see here; move 

along” technique.  But later comments 
from various officials suggests that they 
actually do store content but, honest, 
don’t read any of it without a court 
order. Trust us. Really. (I guess this 
is what Star Wars fans would refer to 
as the “these are not the droids you’re 
looking for” defense.)

Although the revelations first concen-
trated on phone traffic, Eddie later “re-
vealed” that the NSA was also tapping 
into the Internet backbone and moni-
toring what passes over that — email, 
tweets, IM conversations, voice, and so 
forth. That triggered another round of 
wailing and gnashing of teeth.

And let’s not even get into all of the 
hypocritical frothing at the mouth and 
posturing that went on about various 
countries embassies spying on each 
other. No duh.

Frankly, I have also been shocked 
and flabbergasted. But my stunned 
reaction is not to the revelations re-
garding the NSA’s intelligence col-
lecting activities. I am totally taken 
aback by the number of people 
who claim to be surprised by this. 
 
 The Government is watching our 
phone calls and Internet activity? Peo-
ple didn’t realize this? This surprises 
them? Really? I have to admit, I am 
somewhat aghast and disheartened by 
the demonstration of the population’s 
naïveté. Monitoring communications 

is nothing new. It’s been going on for 
years. Google “Echelon.” 

You never suspected that the Internet 
is being monitored? Google “Hepting 
v. AT&T” in which we find

“It is alleged in the lawsuit that 
in 2002-2003, AT&T permit-
ted and assisted the NSA to in-
stall a NarusInsight system in its 
San Francisco switching center 
(Room 641A), which was capable 
of monitoring billions of bits of 
Internet traffic a second, includ-
ing the playback of telephone calls 
routed on the Internet, and thus 
in effect spying upon the entirety 
of the communication of many 
or all American citizens and busi-
nesses who use the Internet.” [en.
wikipedia.org/wiki/Hepting_v._
AT%26T]

And that is old technology, folks. One 
of the things that apparently the mass-
es don’t realize (or at least don’t think 
about) is that any time you use elec-
tronic communication or data storage 
and retrieval, you have in fact given up 
all expectations of privacy. No, that is 
not the law. It not right. Monitoring 
your email without a court order is il-
legal. But since when has being illegal 
ever stopped government (or Google) 
from doing whatever they wanted to 
do?

But hang on a moment. I find all the 
frothing at the mouth about govern-

Continues on page 22
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